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Executive Summary
Many of  today’s approaches to IT security fall along two principal lines. Access control focuses 
on managing user identities and privileges to access the network and it resources. Intrusion 
prevention targets preventing known or behavior-based network attacks based on exploiting 
known vulnerabilities. However, these two product areas leave a large gap unprotected: 
security threats posed by users, be it administrators, privileged users, contractors, outsource 
providers (and even service accounts), that have already been allowed access to network 
information assets. 

Although existing access controls identify and authorize users to work on the network, they 
may be limited in their ability to keep these authenticated users from abusing privileges, 
and they often leave key areas unmonitored or uncontrolled. This presents a blind spot 
for conventional perimeter and application-level countermeasures. The reason is that the 
individuals in question are authorized to access the network, despite whether or not they 
are authorized to do all of  the activities they may be trying to do. In addition, IT organiza-
tions must contend with attempting to monitor and control access within a heterogeneous 

infrastructure, against a diverse set of  applications, and among evolving 
user roles, which exacerbates the problem. 

The resulting internal security gap exposes the enterprise to a range of  
risks, from system downtime, inappropriate and unauthorized access to 
sensitive data, and misuse of  IT resources, to business loss, reputation 
impact and compliance liabilities. It also results in growing operating 
expenditures related to incident response, security investigation, and 
satisfying audit requirements.

In this white paper, Enterprise Management Associates (EMA) explores 
these internal security gaps, the business risks they pose, and the result-
ing impact to IT organizations. IT executives will gain a realistic ap-
preciation of  their exposure to these internal security blindspots, as well 
as technologies that have been applied to alleviate the problem, and the 
business benefits of  the PacketMotion approach. 

The Problem: Trust Alone is Not Enough
In the past, IT user authentication was seen as a straightforward issue. Users were assigned 
rights, individually or as a member of  a group, to access system resources, such as files, 
directories and printers. This basic approach remains a cornerstone of  information secu-
rity, but the realities of  the modern enterprise have grown far beyond the limited scope of  
such controls. 

The proliferation of  remote access in recent years has effectively dismantled the secure 
perimeter, bringing network-based authentication to the forefront. Most networks are 
comprised of  growing and different operating platforms and applications that often apply 
centralized access policies inconsistently, if  at all. Access to network resources by users 
within and outside the IT organization has also increased—allowing more users to access a 
broader number of  systems, and a much wider scope and scale of  information.

But what limits what users can do once they are on the network? If  the barriers to allowing 
certain users to roam areas of  the enterprise at will end at admission to the network, the 
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business is exposed to significant risk, regardless whether or not such approaches reduce 
other endpoint security threats such as malware or software vulnerabilities. Once access is 
granted to such a network, users can explore restricted assets with impunity, and potentially 
use, or abuse, IT resources beyond what is acceptable.

Moreover, many enterprises do not yet incorporate access control at 
every system, application or level of  operation. Access rights to files, mes-
saging and database applications do not necessarily offer the means for 
uniform, policy-based controls, as they are often operating system de-
pendent or lack native means to leverage centralized identity and access 
controls. Even when they can, these linkages may vary widely in strength 
and resistance to subversion.

In prior years, none of  this was seen as a significant risk by many or-
ganizations that simply beefed up their perimeter controls, segmented 
access, automated provisioning and trusted their users. However, as 
recent high-profile security breaches have made clear, and as regulatory 
initiatives increasingly mandate, trust alone is not enough: Enterprises 
must trust and verify. The findings of  the 2007 E-Crime Watch Survey� 
confirm that insider threats are and should be among the top concerns 
of  CIOs, CSOs and IT executives.

2007 E-Crime Watch Survey[1]
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Software Engineering Institute CERT® Program, and Microsoft Corp.

Figure 1: Recent data from the 2007 E-Crime Watch Survey highlights the impact of internal security threats. 
Note in particular the exposure of businesses to gaps in linking identity with the actions of trusted insiders.

� Source: CSO magazine, the US Secret Service, the Carnegie Mellon University Software Engineering Institute CERT® 
Program, and Microsoft Corp.
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Of  great interest is what authenticated users do with applications and 
respective data they have access to; including the misuse or abuse of  
authorized applications such as Web browsers, databases and e-mail, as 
well as those unapproved for use on the business network such as some 
peer-to-peer tools. Most individuals use these applications to legitimately 
help the business but may be unaware of  the threats these applications 
introduce. When application use is clearly in violation of  corporate 
policy—as in the case of  the unapproved access and sharing sensitive 
corporate information—internal security gaps may leave the enterprise 
vulnerable to these abuses.

The bottom line today is simply this: If  security is based on implicit trust, 
without verification, then security is only as reliable as trust itself. If  the 
horizon of  trust ends at granting network access, and the enterprise has 
little or no visibility into user behavior once network access is granted, 
then that trust may be far too broad. Without automated means for 
verification, enterprises will find it costly and difficult to answer ques-
tions such as: 

�What are your authorized users and consultants actually doing on your network? 

�Who is accessing sensitive information, when and how is it accessed, and how is this 
information migrating within your company? 

�What is the extent of  a security breach or policy violation?

�What network resource outages or problems may be traceable to security breaches or 
inappropriate access or use in violation of  policy? 

�What applications are your users using—authorized as well as unauthorized? 

�How much are resources being consumed across users, systems and applications?

�Are established access controls being maintained enterprise-wide? Are any no longer 
valid?

�Does any user or service account activity violate corporate policy or compliance 
mandates?

Increasingly, these questions are being raised not only by corporate and IT executives, but 
by internal auditors, industry and government regulators, and the investing public—par-
ticularly when news of  yet another security breach affects corporate confidence and brand 
integrity. The ability to improve controls regarding acceptable resource use and sensitive 
data access depends directly on the ability to quickly and easily monitor and associate user 
transactions with corporate assets and information enterprise-wide.

Internal Control Complexity 
In the past, attackers may have targeted the enterprise out of  curiosity or to cause simple 
annoyance. Certainly resources exposed to public networks need appropriate safeguards. 
Today, however, internal threats have set new records for exposing businesses to dollar 
loss potential. They include fraud, theft of  tangible assets, disclosure of  sensitive infor-
mation, extortion, and system downtime. This is not to suggest that the average user is 
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untrustworthy. Users, such as administrators, consultants, outsourced service providers 
and partners, simply have more keys to more parts of  a very complex kingdom, while 
the demand to outsource functions as well as meet business requirements have exposed 
information assets that were once closely held. 

Organizations have employed directory services to improve resource access controls, bet-
ter manage access privileges among users and reduce unauthorized activity. In particular, 
Microsoft Active Directory (AD) has gained tremendous acceptance. By defining object 
relationships associated with users and assets in Active Directory, organizations can further 
automate internal controls. However, here too, AD is limited in the systems and applica-
tions it supports beyond the Microsoft environment, as well as to the level of  policy that 
can be enforced. Directory services, therefore, are only a part of  the solution.

The IT industry has also made great strides in automating provisioning processes—yet 
here too, automation brings some security exposures as well. Common entitlement errors 
and omissions include: 

�Over-broad rights and resources access assigned to individuals as part of  flat groups;

�Increased access to systems and data due to evolving project, department or job 
roles;

�Incomplete reduction of  access or de-provisioning of  access across disparate systems, 
and; 

�Inappropriate access to business-critical resources and sensitive data due to isolated 
application or system management.

Another popular control method is to utilize tools that capture and assess network, sys-
tem or application activity by way of  log management and traffic monitoring. Logging 
solutions have been deemed a best practice. Log recording, once activated across each 
system and application, can offer the means to centralize details on system, security device 

and application events. They are best suited to provide an after-the-fact 
method to analyze security, user and system level activity. Log records 
are constrained to events that are visible to and captured by the system 
or application. In many cases, they may not resolve actual user identity, 
and may only modestly associate network activity. In general, logging 
facilitates reporting and the retention of  transaction data for incident 
investigation purposes. Since logging systems do not offer real-time or 
preventive controls, they provide more limited means to address internal 
user visibility and data governance. 

Organizations have also investigated systems that monitor and record 
network activity by way of  aggregating and analyzing network traffic 
flows. These behavior analysis systems gather traffic details from rout-
ers, switches, or traffic in the form of  IP addresses and port numbers. 
They offer a picture of  network activity, resource utilization and anoma-
lous activity useful in discerning security events which other technolo-
gies often miss, reflecting their roots in IT optimization and network 
problem determination processes. However, such approaches often do 

not provide granular transaction details nor who was the actual user—information needed 
for more effective security or compliance enforcement.
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Resulting Business Risk 
Containment of  risk is precisely what IT control frameworks and regulatory policies in 
government and industry are all about. The difference between a security policy and a 
regulatory policy is that a security policy broadly defines policy for a specific organization, 
while a regulatory policy states a specific policy applied broadly to multiple organizations. 
Without adequate tools to monitor these requirements and connect granular user transac-
tion details with assured identity, many internal security controls may not fully support 
security frameworks nor meet compliance mandates.

Much has been made of  the potential business cost due to security and 
regulatory policy violations.

�Under the Sarbanes-Oxley Act (“SOX”), simply failing to maintain all 
audits or review documentation for at least 5 years may result in a 10 
year prison sentence. In addition, since SOX Section 3(b) (1) provides 
that any violation may be treated as a violation of  the Securities 
Exchange Act, the SEC has toughened its penalties as well. Maximum 
corporate penalties for violations of  the Exchange Act have risen 
tenfold, from $2.5 million to $25 million, with maximum prison terms 
increased from 5 to 20 years.

�Financial services are among the most heavily regulated industries generally, with 
multiple mandates that must be dealt with across many different fronts. Just to cite one 
example: fines up to $1 million or 1% of  corporate assets may be imposed on financial 
institutions for non-compliance with the safeguards requirements of  the Gramm-
Leach-Bliley Act (GLBA).

�The Payment Card Industry (PCI) Data Security Standard provides guidelines to protect 
information regarding purchase transactions and personal identifiable information 
(PII). The industry mandate applies to all systems through which credit card data 
is transferred or viewed. While individual fines for “egregious” violations can range 
as high as $500,000 per incident (keeping in mind that a single breach can lead to 
multiple regulatory “incidents”), increased costs of  payment processing rates can cost 
businesses tens of  thousands of  dollars per day. Enforcers may even rescind credit card 
transaction privileges altogether. These penalties translate into millions of  dollars per 
year, which can cripple larger businesses, and potentially kill smaller ones outright. 

�Regulations governing information privacy and due care have also become a significant 
factor in healthcare. Criminal liability under the Health Insurance Portability and 
Accountability Act (HIPAA) can be as high as $250,000 in fines and 10 years in prison 
for the exploitation of  protected information for commercial advantage, personal 
gain, or malicious harm.

As severe as these penalties are, the total cost of  compliance violations may be even higher 
than many would anticipate, and the aftermath of  an actual incident is far too late to learn 
how severe this cost can be. Lost control of  sensitive information resources or business-
critical intellectual property could place the life of  the business itself  at risk.

Regulatory breaches also pose substantial risks to customer confidence and brand equity, 
even if  they do not always entail fines or other legal punishment. The public embarrass-
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ment engendered by a forced disclosure of  a security breach, which is the enforcement 
tool for privacy mandates such as California’s Senate Bill 1386 (“SB 1386”), can have a 
direct impact on the corporate brand, which may be reflected in anything from accelerated 
customer turnover to damaged stock value. One early 2005 case exemplifies the risk. In this 
instance, a company that was forced by SB 1386 to publicly disclose a data security breach 
saw a next-day stock price decline of  1.3%, followed by a 14% decline the following week. 
More recently, TJX Cos. Inc. offered to pay Visa card issuers $40.9 million to compensate 
for costs connected to the massive data security breach the retailer first disclosed in January 
of  2008 in which more than 94 million card member accounts were compromised accord-
ing to the Privacy Rights Clearinghouse.� 

When there is diminished capacity to monitor and prevent unauthorized 
or improper access to business-critical resources and sensitive data, the 
IT staff  must exert more expenditure and time to respond to incidents, 
conduct security investigations and meet audit requirements. For exam-
ple, SB 1386 requires public disclosure of  compromised PII records, but 
failure to pinpoint the scope of  a breach can result in broader and possi-
bly unnecessary disclosure—and resulting loss of  customer confidence.

Unfortunately, more automated controls to provide information on who 
is accessing systems, distributing information or using unauthorized 
applications are often difficult to obtain, unavailable, do not provide 
sufficient granularity, or lack the intelligence to correlate identity with 
specific actions. Binding the actual user name established at network 
login to a given transaction, as well as understanding user-to- informa-
tion-asset relationships, are fundamental to managing insider threats; 
yet this critical functionality is often lacking or absent in many tools. 
Moreover, available safeguards do not always provide adequate real-time 
control. 

PacketMotion: Closing Identity Access Control Gaps
Closing the identity access control gaps is precisely the goal of  PacketMotion, whose 
PacketSentry appliance solution introduces what the company calls “real-time inside 
threat control.” PacketSentry analyzes network traffic and correlates granular user trans-
actions with identity to provide an automated and real-time means to gain broad network 
user visibility, extend data governance, automate audit processes and enforce acceptable 
use policy.

This level of  insight into the linkage between identity and event correlation has only be-
come possible fairly recently, thanks to advances in technology that enable this level of  
sophistication. Moore’s Law may be a cliché, but more optimized and cost-effective pro-
cessing, memory and storage capacity have given vendors the means to apply deep packet 
inspection at local area network rates. By combing multiple Intel quad-core processors 
with innovative software architecture and protocol decodes, PacketMotion has applied the 
advantages of  Moore’s law to address internal security threats in a very distinctive way. 

PacketSentry integrates with directory services, such as Active Directory, to gain business 
context regarding users, systems and groups; and with network identity services, such as 
Microsoft Domain Controllers and Kerberos, to maintain identity states. Through deep 

�  http://www.privacyrights.org/ar/ChronDataBreaches.htm
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packet inspection and the decoding of  popular applications, PacketMotion can extract 
transactions details, bind user identity and apply policy directly from network traffic in 
excess of  1Gbps. 

The granularity of  the user transactions, which are analyzed against policy and stored as 
“action records,” is not just comprised of  conventional user IDs, IP addresses and ports 
numbers, but gets down to the important details such as user names, groups, applications, 
directories, files, databases, database tables, message source, destination and attachments. 
This provides the foundation for many applications that can reduce insider threats while 
automating IT and security audit, investigation and reporting processes.

Figure 2: PacketMotion’s PacketSentry directly correlates what individuals do with the information resources 
they access. This gives the business better visibility and insight into how resources are actually used, helping 

assure access to authorized users, supporting control validation and resource optimization, identifying 
security violations, and more effectively communicating the reality of the security and compliance posture.

The PacketSentry solution is comprised of  two integrated appliances—the Manager and 
the Probe. The Probe does the real-time monitoring and policy enforcement operating at 
LAN speed. The Probe operates transparently and is out-of-band, attached to a switch 
port mirror or a tap to those switches connecting business critical servers. The Probe 
analyzes user transactions off-the-wire in layers 4-7. Inspected traffic that satisfies rules can 
result in the succinct recording of  transactions, prompt alerting on violations, notification 
to administrators or the violator, and even prevention of  the offending transaction from 
completing execution. 
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The PacketSentry Manager appliance employs embedded Oracle® Enterprise Edition and 
has multiple terabytes of  storage capacity. It stores the received “action records” and alerts 
from the Probe for subsequent analysis, integrates with identity and directory services, and 
manages the entire solution. The Manager imports, monitors and applies directory object 
changes to operator-defined dashboards, queries, reports and rules. This integration not 
only provides more discernable context to transaction records, but it also keeps defined 
policies current without administrative intervention. 

The solution’s browser-based interface provides a window into the segregated record of  
network user activity to provide real-time visibility and historical analysis. Beyond an intui-
tive, Web-like search feature, the system ships with reports, rules and extensible templates 
that correspond to ISO, COBIT and data protection controls. Monitoring and enforce-
ment policies are described in rules that are easy to define and leverage directory objects. 
Another useful feature is rule simulation that allows operators to test rules by seeing the re-
sults against historical action records. The system also supports the definition of  whitelists 
and blacklists.

PacketSentry Benefits
PacketSentry enables real-time understanding and control of  the trust relationship be-
tween the company, its users, and its information assets. By linking users, applications, 
and transaction details, PacketMotion’s PacketSentry system provides more immediate, 
comprehensive visibility into the specifics of  user behavior and resource utilization than 
many other approaches—without requiring logs, Netflows or agents. And it does so in 
real-time at LAN-speeds. This level of  visibility and control is readily applied across 
systems, applications and data. This, in turn, provides the basis for a far more realistic 
monitoring and validation of  internal IT controls aligned to acceptable use policies, com-
pliance and data governance.

PacketSentry’s direct linkage of  user identities with detailed knowledge of  applications and 
their use allows organizations to detect harmful, inappropriate and suspicious behavior. 
Operators have immediate and historic visibility of  system, application and data access.

Since the monitoring of  user actions is continuous and aligned to rules 
and thresholds, IT staff  can understand and control trusted and high-
risk user activity. This includes monitoring not only consultants and 
those outside the organization, but also service account activity.

The solution provides a fast and easy-to-implement means of  tracking 
access to and movement of  compliance-relevant data, business-sensitive 
information and intellectual property. Inappropriate data access or dis-
semination can be recorded and stopped.

The solution also provides a more automated means to audit network 
transactions and a much clearer indication of  the real level of  IT con-
trols and governance in place. This advances an organization’s audit, 
investigation and reporting capability. By providing rules and reports 
aligned to ISO and COBIT standards, PacketSentry supports the high 
expectations of  regulatory enforcement without requiring enormous 
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amounts of  manual labor. It also provides significant depth of  forensic information by 
binding identity information from authoritative sources in real time. 

Finally, the PacketSentry solution increases operational efficiencies by yielding a network 
and security analysis toolset—a definite advantage for the many organizations that seek to 
optimize their security and compliance investments by aligning them with business values. 
IT staff  can have deeper insight into application and system bandwidth utilization corre-
lated with users and groups. This in turn enables better capacity planning as the nature and 
scale of  user interactions can be measured directly. It also delivers immediate intelligence 
as to unauthorized application use, network transactions prior to outages, file share usage, 
as well as anomalous and suspicious traffic. 

EMA’s Perspective
The PacketSentry appliance is an information security management solution that helps 
enterprises achieve greater user visibility, data governance, resource optimization, and in-
vestigation capacity. By correlating multiple aspects of  identity and activity intelligence, 
PacketMotion helps to close a significant internal security gap by monitoring detailed user 
transactions at LAN speed and applying security policies in real time. Given PacketSentry’s 
capabilities, the solution can be applied to address multiple security functions spanning 
data leakage, event logging, high-risk user monitoring, database controls, e-discovery 
and compliance reporting, as well as auditing. Depending on an organization’s needs, the 
product’s potential for consolidating these values has strong merits and good promise for 
economic benefit.

EMA has seen substantial convergence in recent years between network 
and security technologies. This has not been unexpected, since this is 
the ground on which the behavior of  people—which is what security is 
all about—should meet with technology. At the same time, the identity 
management and security information and event management markets 
have seen a boom in adoption, spurred not only by elevated security 
concerns and business risks, but by increased mandates for regulatory 
compliance in IT, for which identity and access management is a front-
line technology. EMA sees in PacketMotion the convergence of  these 
domains which are central to reducing business risk in IT, and a precur-
sor of  more to come.

Despite an avalanche of  high-profile internal security breaches and 
their respective costs, businesses are still challenged to reduce internal 
security exposures that affect operations, business risk and sensitive data 
governance. Conventional perimeter defenses have little affect once 

users are granted network access. It is becoming more and more difficult to discern trusted 
and high-risk users conducting legitimate actions from malicious or inappropriate activ-
ity—especially across a heterogeneous environment. The challenge for IT staff  is how to 
prevent these threats, respond to incidents and automate audit processes while allowing 
users greater accessibility. 

Companies have relied on more automated entitlement technologies and “after-the-fact” 
monitoring tools—but they are often inadequate by themselves to link who users are, what 
they are doing, what they are supposed to be able to do—and to provide such visibility 
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and control in real-time so as to prevent inside threats. This is critical because security 
and compliance policies lose their effectiveness if  the context and degree of  control is 
incomplete.

PacketMotion is a distinctive example of  a complementary and needed internal security 
control solution. Less direct techniques, such as analysis of  packet headers alone, the im-
plied use of  applications based on connection address/port pairs, or presumed identity 
within application logs, are not as thorough as the PacketMotion vision, whose product 
offers a level of  transparency, performance, transaction granularity and integration that 
is well differentiated and provides a compelling value proposition. The means to extract 
network user transactions with assured identity at LAN-rate speeds while negating the 
use of  agents, logs and Netflow represents a new approach that is credible, efficient and 
useful—not to mention the engineering achievement of  teaming this level of  processing 
power and application intelligence required to deliver these values. 

Insiders have access to critical systems and information, know what systems and data to 
target, and can exploit internal control blind spots. Untrustworthy users count on these 
blind spots to avoid detection, which exposes the enterprise to outages, liabilities and com-
pliance violations, if  not substantial business loss. A more complete level of  insight into 
inappropriate use of  network resources and corporate assets provides the means to address 
these threats as well as optimize resources and assure availability vital to trusted users. 

PacketMotion can provide a secondary, and for some a compensating control to moni-
tor user transactions, reduce fraud, and track critical information asset use. This is why 
PacketMotion represents a technology of  high interest, as enterprises increasingly recog-
nize their internal security control gaps and their critical need to close these gaps. Internal 
threats are among the most costly security risks corporations face today, and that’s some-
thing to think about, for the executive in whose lap the ultimate responsibility for security, 
risk mitigation and compliance falls. 
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